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Something with tickets?
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Authentication Service (KDC)
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Ticket-Granting Service
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Ticket-Granting Service (tickets)
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Ticket-Granting Service (KDC)
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Ticket-Granting Service (tickets)
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Ticket-Granting Service (Client)

13

13



27/02/2025

Application Request
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Application Request (Service)

KRB_AP_REQ

Authenticator

user@domain.local
Timestamp
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Timestamp
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Service Principal Names

* \What is a Service? K eventlog
« SPN Definition | service_class/host(:port)

* Service Class
* SQL Server s

messenger

dns

dnscache

netlogon pc snmp
netman rpclocator spooler
nmagent

oakley

plugplay

17

17



27/02/2025

Commands

* SETSPN
* setspn -l (list)
* setspn -s (create)
* setspn -d (remove)
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Database Engine

Setup:

* Domain Controller (purpledc)
* SQL Server Host (sql22-01)

* Workstation (ws11)
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Delegation

* What is delegation?
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Unconstrained Delegation

WEB-SERVER-01 Properties

Ed |

| Location | ManagedBy | Oblect | Secuy | Dalin | Atrbute Edior |

| General | Opersting System | MemberGf | Delegation | Paseword Replcation |

Delegation is 3 securty-sensitive operation, which allows services to act on
behalf of ancther user.

Dio nat trust this computer for delegation

Trust this computer for delegation to any senvice (Kerberos oniy) |

Trust this compter for delegation to spaofied services only

Use Kerb o
Use any authertication protocol

Service Type Useror Computer Pont Servce ]
<[ T >
[ Epanded P
ok | [ Gancel | [ Ay |[ Heb
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Constrained Delegation

Constrained Delegation:
CIFS/WEB-SERVER-02

WEB-SERVER-01 Properties [ [

Location | ManagedBy | Obect | Secumy | Dickn | Annbute Edtor |

General

Operating System | Member Of | Delegalion | Password Replcation |

Delegation is  securtty-sensitive operation, which allows services to act on
behaf of another user,

o net trust this computer for delegation

Tust this computer for defegation to any servics (Kerberos only)

Tust this computer for delegation to specfied services only

Use Kerberos orty

) Use any authentication protocol

Services to which this accourt can present delegated credertials

[m

<

Port Service Nj

WEB-SERVER-02

[T >

Deoms

oK | [ Ccencel
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Resource Based Constrained Delegation

* Responsibility lies with the Back-end Service
* Inter-Domain delegation
* Can be configured using PowerShell or Extended Attributes

New-ADComputer Set-ADComputer
New-ADServiceAccount Set-ADServiceAccount
New-ADUser Set-ADUser

PrincipalsAllowedToDelegateToAccount
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Resource Based Constrained Delegation

User

1. Send TGS
Server01$

DC
. -
SERVERO1S in =1
msDS-AllowedToActOnBehalfOfOtheridentity |« 2. TGS Request for m 4 S HEE
—— Resource B
of Resource B 9 0 O
oSS Nty

Service A

b 3. Request denied I

3. TGS for Resource B as USER

Server02$

=

Resource B
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Delegation Summary

* Unconstrained delegation: In this case, the client sends a copy of his TGT to a
service, and that service uses it to impersonate the client to any other service.
Only an administrator can set this option on an account.

* Constrained delegation: A list of resources is set on the service that wishes to
delegate authentication. If protocol transition is allowed, then the service can
pretend to be anyone when accessing resources in its list. In any case, only an
administrator can set this option.

* Resource-based Constraint Delegation: The final resource has a list of trusted
accounts. All accounts in this list can delegate authentication when accessing the
resource. Resources can modify this list as they wish, they don’t need an
administrator to update it.
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Reporting Services

* WinRM uses HTTP Service Class on machine name

* SPN on different A-record for Reporting Services

* Constrained Delegation to HTTP SPN

* Constrained Delegation to SPN of Data Source (MSSQLSvc)
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Reporting Services Demo

Setup:

* Domain Controller (purpledc)

* SQL Server Host (sql22-01)

* Reporting Services (ssrsO1 on sql22-01)

ot

:

1

* SQL Server Host (sql22-02) 0
* Workstation (WS11)

RNy
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Ciphers

* Network Security Settings (Network security: Configure

encryption types allowed for Kerberos)

v & Computer Co,

A DES | AES 128/256!Settingsion accaunts

| Software Settings
1 Windows Settings
| Name Resolution Policy
(&) Scripts (Startup/Shutdown)
v _53 Security Settings
E Account Policies
v 3 Local Policies
@ Audit Policy
.;U User Rights Assignment
3 Security Options
ﬂ Event Log
> [ 4 Restricted Groups
4 System Services

ranictns mathe

g"? Network security: Configure encryption types allowed for Kerberos

B Ne

(s Network security: Force logoff when logon hours expire

i, Network security: Do not store LAN Manager hash value on next pass...

p Account options: o E
:: [l Account is sensitive and cannot be delegated :
Ne [] Use only Kerberos DES encryption types for this account @ v

Ne This account supports Kerberos AES 128 bit encryption.
e This account supports Kerberos AES 256 bit encryption.
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Troubleshooting Tips
* Verify SPN’s
* Verify delegation settings

* Microsoft Kerberos Configuration Manager / SQLCHECK
* Ensure the account can be delegated

https://learn.microsoft.com/en-us/troubleshoot/sql/database-
engine/connect/resolve-connectivity-errors-checklist
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Attack Scenario’s

* Pass the Hash

* Pass the Ticket

* Kerberoasting

* Silver / Golden Tickets
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Silver Ticket

e TGS 2. TGS forging

user@domain.local
Timestamp
PAC

-~

domain.local
MSSQLSvc/desktop01:1433
domAdmin
2099/01/0100:00:00
PAC (Domain Admin)

Attacker

1. Service Account NT Hash DESKTOP-01

% -
dh

A

3. Authenticate to targeted service
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Golden Ticket

2. TGT forging

domain. local

domAdmin
2099/01/0100:00:00
PAC (Domain Admin)

Attacker

1. krbtgt NT Hash

KDC

9 -
dh

1010

3. Ask for any TGS

> 1010
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How to protect?
* Encryption ciphers (only AES128/128/future ciphers)

* Honey pots (weak account security)

* Credential Guard
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Kerberos phases
* Service Principal Names

* Delegation

* How to set up SQL Server & Reporting Services
* Troubleshooting tips

» Attack scenario's
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